INTERNATIONAL ISO/IEC
STANDARD 11586-4

First edition
1996-06-01

Information technology — Open Systems
Interconnection — Generic upper layers
security: Protecting transfer syntax
specification

Technologies de I'information — Interconnexion de systémes ouverts
(OS]) — Sécurité des couches supérieures génériques: Spécifications pour
la syntaxe de transfert de protection

I EC Reference number

L4 ISO/IEC 11586-4:1996(E)




-

=4

ISO/IEC 11586-4:1996(E)

Contents

2 INOTMALIVE TEFETEMCES ....vvvveieieeiieiiiiiiteeieeeeeecrtet et e e e e e ee i tasesaeeeeeeeeessasasssaresaeessessbassaaaaasss s snsnssssnsnaesaeeaaanannnnnnnes
2.1 Identical Recommendations | International Standards ............ccccooeivuiieiiiiiiecciiee e

I D7 311111 10) 1 OSSO SUPEPRURSRORRNY
ADDTEVIALIONS ..oeeieieiiiiiiieieiieeeeeeeieietreeeeeeerersaraeeseeese s sssasssseeeeesesransnsasseeeeseaa s sssnbessesaeeesesassssbeseaesasessssasnnnnnane

GENETAL OVETVIEW ....eiviiieieiieeet ettt ettt et e e eh e eee bbb e b e e e b e sate b e sa s ebb e b san b s et e b e sa s e s e e s s n e nenee
5.1  Model of a protecting transfer syntax
5.2 Initial encoding TUIES..........ccvviiiiiiiiiiiiiic e
5.3 Security tranSfOrMAtiON ... ......ooiiiiiiiiieee ettt sttt
54 Syntax I LI LT oot e ettt e i aaanns s

Data structures for a protecting transfer SYNTAX........cccoevviviuiriinienienrieie e
Incorporation into underlying ProtoCOl ...... ..o i

Synchronization ProCEAUIES ...........ccciuiriiiiiiiiiiiiic e

AN A R R W W NN - -

O o0 9

Object identifier ASSIZNMENL. .......cvivveiiirierirresiete et ese et sae st ss e s eesee s es e be e e e besasebbe b s sanebaeaes

=
=
=
=]
C
a
CN

© ISO/IEC 1996

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or
utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm, without permission in writing from the publisher.

ISO/IEC Copyright Office ® Case postale 56 ¢ CH-1211 Geneve 20 o Switzerland

Printed in Switzeriand



© ISO/IEC ISO/IEC 11586-4:1996(E)

Foreword

TOMN = = —— =1 N A £ = E P andd T sal
1DV \lﬂc lI‘llC[l’ldllUﬂdl UIgdﬂlLdllUﬂ 101 D tangar UlLdllUﬂ} ana ice (ine

International Electrotechnical Commission) form the specialized system for
worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields
of technical activity. ISO and IEC technical committees collaborate in fields of
mutual interest. Other international organizations, governmental and non-

governmental in iiaison with ISO and IEC, aiso take part in the work.

In the field of information technology, ISO and IEC have established a joint
technical committee, ISO/IEC JTC 1. Draft International Standards adopted by the
joint technical committee are circulated to national bodies for voting. Publication
as an International Standard requires approval by at least 75 % of the national
bodies casting a vote.

International Standard ISO/IEC 11586-4 was prepared by Joint Technical
Committee ISQ/IEC ITC 1 hgfa,rma;ign technology, Subcommittee SC 21, Open

systems interconnection, data management and open distributed processing, in
collaboration with ITU-T. The identical text is published as ITU-T
Recommendation X.833.

ISO/IEC 11586 consists of the following parts, under the general title /nformation
technology — Open Systems Interconnection — Generic upper layers security:

—  Part I: Overview, models and notation

—  Part 2: Security Exchange Service Element (SESE) service definition

—  Part 3: Security Exchange Service Element (SESE) protocol specification
—  Part 4: Protecting transfer syntax specification
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Conformance Statement (PICS) proforma

—  Part 6: Protecting transfer syntax Protocol Implementation Conformance
Statement (PICS) proforma
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